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A new article detailing an SSL VPN certificate vulnerability in FortiGate firewalls is
making its rounds in cybersecurity circles. The article details how a FortiGate, if left
with its default settings, could allow a man-in-the-middle attack to take place for
SSL VPN users.

The article mentions that potentially 200,000 FortiGates are deployed in the wild
with the “major security flaw” that this attack exploits.

Fortinet's response is that they already provide a warning to IT administrators not
to use this default configuration, so they will take no action on their part at this
time. As of this blog post, no unique CVE number has been assigned to this
vulnerability, and the article itself has drawn criticism for reporting as new an
already well-known vulnerability that applies to this default configuration.
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If you are using the default, self-signed certificate for your SSL VPN as shown in
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the photo above, VPLS recommends purchasing and installing a valid SSL
certificate to use for the SSL VPN to mitigate this vulnerability.

Please reach out to us if you would like more information on if this vulnerability
applies to your environment and what mitigation steps are required.

Additionally, VPLS would be happy to assist you with the mitigation steps
mentioned above, including assistance with purchasing and installing a valid SSL
certificate for your VPN, for a $500 flat fee.

Read More from this Author

John Headley

John Headley, CISSP and Fortinet NSE8 #003155, is a Senior Security Engineer at VPLS where
he splits his time between both pre-sales and post-sales engagements. His expertise is in
security architecture and engineering, security assessment and compliance, and security
operations. During his time at VPLS, he has led many security-related professional services
projects, including a 35-location international firewall deployment for a publicly-traded social

media company.

More from this Author

< PREVIOUS NEXT

Secure SD-WAN for Multi-Cloud & Hybrid Cloud E... VPLS acquires ZR Systems and expands its manag...

>


https://www.vpls.com/contact/
https://www.vpls.com/contact/
https://www.vpls.com/contact/
https://www.vpls.com/contact/
https://www.vpls.com/contact/
https://www.vpls.com/contact/
https://www.vpls.com/blog/author/jheadley/
https://www.vpls.com/blog/author/jheadley/
https://www.vpls.com/blog/secure-sd-wan-for-cloud/
https://www.vpls.com/blog/secure-sd-wan-for-cloud/
https://www.vpls.com/blog/secure-sd-wan-for-cloud/
https://www.vpls.com/blog/secure-sd-wan-for-cloud/
https://www.vpls.com/blog/secure-sd-wan-for-cloud/
https://www.vpls.com/blog/secure-sd-wan-for-cloud/
https://www.vpls.com/blog/secure-sd-wan-for-cloud/
https://www.vpls.com/blog/secure-sd-wan-for-cloud/
https://www.vpls.com/blog/vpls-acquires-zr-systems/
https://www.vpls.com/blog/vpls-acquires-zr-systems/
https://www.vpls.com/blog/vpls-acquires-zr-systems/
https://www.vpls.com/blog/vpls-acquires-zr-systems/
https://www.vpls.com/blog/vpls-acquires-zr-systems/
https://www.vpls.com/blog/vpls-acquires-zr-systems/
https://www.vpls.com/blog/vpls-acquires-zr-systems/
https://www.vpls.com/blog/vpls-acquires-zr-systems/
https://www.vpls.com/blog/secure-sd-wan-for-cloud/
https://www.vpls.com/blog/secure-sd-wan-for-cloud/
https://www.vpls.com/blog/vpls-acquires-zr-systems/
https://www.vpls.com/blog/vpls-acquires-zr-systems/

If you enjoyed this article, you'll probably like:

5 Reasons SOC-as-a-Service

» Faouaogr o 5 F i AR I, e e
..‘..’."- » 2111

5 Reasons SOC-as-a-Service Features Help You



https://www.vpls.com/blog/soc-as-a-service-features/
https://www.vpls.com/blog/soc-as-a-service-features/
https://www.vpls.com/blog/soc-as-a-service-features/
https://www.vpls.com/blog/soc-as-a-service-features/
https://www.vpls.com/blog/soc-as-a-service-features/
https://www.vpls.com/blog/soc-as-a-service-features/

BLOC POST

What is SOC-as-a-Service?

) READ NO'W

What Is SOC-as-a-Service?

Read More »

VDI vs. VPN

VDI vs. VPN: What's Best for Remote Employees?
CorporaterHeadquarters

600 Wesk i tteet, Suite 510
Los Angeles, CA 90017

24/7/365 Customer Service
+1(888) 365-2656



https://www.vpls.com/blog/soc-as-a-service/
https://www.vpls.com/blog/soc-as-a-service/
https://www.vpls.com/blog/soc-as-a-service/
https://www.vpls.com/blog/soc-as-a-service/
https://www.vpls.com/blog/soc-as-a-service/
https://www.vpls.com/blog/vdi-vs-vpn-whats-best-for-remote-employees/
https://www.vpls.com/blog/vdi-vs-vpn-whats-best-for-remote-employees/
https://www.vpls.com/blog/vdi-vs-vpn-whats-best-for-remote-employees/
https://www.vpls.com/blog/vdi-vs-vpn-whats-best-for-remote-employees/
https://www.vpls.com/blog/vdi-vs-vpn-whats-best-for-remote-employees/
https://www.vpls.com/blog/soc-as-a-service/
https://www.vpls.com/blog/vdi-vs-vpn-whats-best-for-remote-employees/
https://www.facebook.com/vplsinc
https://www.facebook.com/vplsinc
https://www.facebook.com/vplsinc
https://www.facebook.com/vplsinc
https://twitter.com/vplsco
https://twitter.com/vplsco
https://twitter.com/vplsco
https://twitter.com/vplsco
https://www.youtube.com/channel/UC8VRo89WN6tuFlssZzcb9gQ?
https://www.youtube.com/channel/UC8VRo89WN6tuFlssZzcb9gQ?
https://www.youtube.com/channel/UC8VRo89WN6tuFlssZzcb9gQ?
https://www.youtube.com/channel/UC8VRo89WN6tuFlssZzcb9gQ?
https://www.linkedin.com/company/vplsco
https://www.linkedin.com/company/vplsco
https://www.linkedin.com/company/vplsco
https://www.linkedin.com/company/vplsco
https://www.instagram.com/vplsinc/
https://www.instagram.com/vplsinc/
https://www.instagram.com/vplsinc/
https://www.instagram.com/vplsinc/
tel:1-888-365-2656
tel:1-888-365-2656

support@vpls.com

Sales Inquiries
+] (888) 365-2656
sales@vpls.com

WHAT WE DO

Cloud

Hosting

Colocation

Network Services
Managed Services
Professional Services
VAR

WHO WE SERVE

Financial Services
Healthcare and Life Sciences
Media & Entertainment
Telecom

Startup

Enterprise

Public Sector

Copyright © 2022 VPLS | Site Map | Privacy Policy | Acceptable Use Policy



mailto:support@vpls.com
mailto:support@vpls.com
tel:1-888-365-2656
tel:1-888-365-2656
mailto:sales@vpls.com
mailto:sales@vpls.com
https://www.vpls.com/services/cloud/
https://www.vpls.com/services/cloud/
https://www.vpls.com/services/hosting/
https://www.vpls.com/services/hosting/
https://www.vpls.com/services/colocation-services/
https://www.vpls.com/services/colocation-services/
https://www.vpls.com/services/network/
https://www.vpls.com/services/network/
https://www.vpls.com/services/managed-services/
https://www.vpls.com/services/managed-services/
https://www.vpls.com/services/professional-services/
https://www.vpls.com/services/professional-services/
https://www.vpls.com/services/var-partners/
https://www.vpls.com/services/var-partners/
https://www.vpls.com/who-we-serve/financial-services/
https://www.vpls.com/who-we-serve/financial-services/
https://www.vpls.com/who-we-serve/healthcare-life-sciences/
https://www.vpls.com/who-we-serve/healthcare-life-sciences/
https://www.vpls.com/who-we-serve/media-entertainment/
https://www.vpls.com/who-we-serve/media-entertainment/
https://www.vpls.com/who-we-serve/telecom/
https://www.vpls.com/who-we-serve/telecom/
https://www.vpls.com/who-we-serve/startup/
https://www.vpls.com/who-we-serve/startup/
https://www.vpls.com/who-we-serve/enterprise/
https://www.vpls.com/who-we-serve/enterprise/
https://www.vpls.com/who-we-serve/public-sector/
https://www.vpls.com/who-we-serve/public-sector/
https://www.vpls.com/copyright-notice/
https://www.vpls.com/copyright-notice/
https://www.vpls.com/site-map/
https://www.vpls.com/site-map/
https://www.vpls.com/privacy-policy/
https://www.vpls.com/privacy-policy/
https://www.vpls.com/aup/
https://www.vpls.com/aup/

