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Cybersecurity is complex, and this is because technology itself is complex. For
example, hosting and effectively protecting a public-facing web application
requires knowledge of networking, firewalls, operating systems, web servers,
databases, and endpoint protection software. However, the other reason that
cybersecurity is complex is that security doesn’t just come down to technology.
Cybersecurity consists of three pillars: people, processes and technology.

For instance, let’s take an organization with skilled engineers who ensure their
firewall rules are locked down and configured according to best practices.
However, in this scenario, the organization doesn’t patch the firewall regularly, and
a threat actor exploits a vulnerability in old firmware (I’m looking at
you CVE-2018-13379). In this case, the lack of processes caused the data breach,
not the absence of technology.

Top-Down vs Bottom-Up Approach
Often our clients have engineers who know a lot about security. Their engineers
may understand the difference between Telnet and SSH, the difference between
regular endpoint protection and EDR, or the difference between SSL certificate
inspection and SSL decryption. We even have clients that have checked off all the
boxes on our How to Prevent Ransomware list yet still have cybersecurity gaps.
Why?

https://www.vpls.com/blog/tag/cybersecurity/
https://www.vpls.com/blog/tag/cybersecurity/
https://www.vpls.com/blog/fbi-cisa-security-advisory-fortinet-vulnerabilities/
https://www.vpls.com/blog/fbi-cisa-security-advisory-fortinet-vulnerabilities/
https://www.vpls.com/blog/what-is-edr-5-minute-primer/
https://www.vpls.com/blog/what-is-edr-5-minute-primer/
https://www.vpls.com/blog/ssl-decryption-service/
https://www.vpls.com/blog/ssl-decryption-service/
https://www.vpls.com/blog/how-to-prevent-ransomware-checklist/
https://www.vpls.com/blog/how-to-prevent-ransomware-checklist/


This issue arises when engineers drive an organization’s security program.  Having
one person or even one team that does not know everything there is to know
about cybersecurity is not positioning an organization for success. More often
than not, engineers will only focus on technology and technical controls, often
reactively instead of proactively, ignoring the pillars of people and processes.

An effective cybersecurity strategy is to use a top-down approach instead of a
bottom-up, engineer-driven approach. In a top-down approach, the security
program is driven by executives, and mainly by a security authority within the
organization, such as a Chief Information Security Officer (CISO). This authority
measures the company against a master checklist of items. It then delegates the
lower-level analysis and requirements to the other managers and their engineers
who can interpret and implement the necessary security controls.

What master list does this security authority measure the company against? An
industry-standard cybersecurity framework.

Cybersecurity Frameworks
As we discussed above, one person or team within the company does not have
the time, authority, or even likely the expertise to single-handedly ensure your
organization’s security controls are up to par. When it comes to these industry-
standard cybersecurity frameworks, a consortium of security experts, with their



combined expertise and diverse, real-world experience, have come together to
think of everything an organization should think about when it comes to security.
The result is a comprehensive, holistic set of requirements and/or
recommendations spanning people, processes, and technology.

An example of the structure of a framework called the Center for Internet Security
(CIS) Controls is shown below.

Image source: https://www.cisecurity.org/spotlight/cybersecurity-spotlight-cis-
controls/

It should be noted that there are a few subcategories of cybersecurity frameworks
available. These subcategories are control frameworks, program frameworks, and
risk frameworks, and the general advice is that, as an organization matures, they
adopt one or more of each of these types of frameworks. Although we won’t get
into the weeds in this blog post on the differences, some frameworks for you to
explore of each type are shown below.

Control Frameworks Program Frameworks Risk Frameworks
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NIST 800-53 NIST CSF NIST 800-39, 800-37,
800-30

CIS Controls ISO 27001 ISO 27005

  FAIR

Adopt a Framework Today
Our recommended way to holistically find and fix all possible gaps within your
security posture is to evaluate your organization using an industry-standard
cybersecurity framework. And not just once – the organization should be
continually evaluated against this framework, and a cybersecurity leader within
the organization should drive the security program using this framework in a top-
down approach.

If your organization doesn’t have a CISO or other similar security authority, or if it
does but, you would like assistance getting started with a cybersecurity
framework, please reach out to us. VPLS can provide virtual CIO (vCIO) and virtual
CISO (vCISO) services, including cybersecurity program reviews and security
assessments, to help get your organization off to a running start with a new,
holistic approach to cybersecurity.
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